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FARZI LAL

Farzl Lal speaking lrom

N A Hello, this is Inspector
! |
A tha CBL Are you Mr. Bhola?

While giving the
statemant, Keep
your camera on at
all times, and don't
mova or talk to

Yes, | om. what Mr. Bhiolo, We hove

is the maotter? inlormation that you're
| invalved in sharing obscene
contentl We noad your
statement right away. anyone.

That's for us to decide, not you.
For now, you must pay an anline fine of

€5,00,000
if you want to avoid being arrestad.

We'll also need your Aaodhaar and PAN Card
details for verification.

Can | get my wallet?

>
j __,.a‘-‘# = ~

Stay on screen.
Be quick.

o
—




= e Bg— e

Bhola ji, scared by the thought of getting arrested and bringing
shame to his family, gets ready to pay the money.

Just as he turns to get his wallet, he sees his fnend
Hoshiyaar Singh standing at the door with a box of sweets.

Narnoste Bhola Ji,
hore's some swoets.
My son hos scored
well In his board

Looks like Hoshiyaar Singh ka
beta is living up to the name!
But why do you look so tense?

Mr. Bhala is too stunned to speak. Hoshiyaar glances
at his phone screen and instantly senses o scam.
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This is clearly a scam!
DO NOT TRANSFER ANYTHING
and hang up the call immeadiately.,

These scammers create foko police
statlons and orrest warrants, preylng
on lear. They leverage on the fear and
omotional pressure to trap peopla into
sending money enline.

Remember, an authentic government
agency will neither digitally arrest
you nor ask for monay online.

DIGITAL
ARREST
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| Thank you, Hoshiyaar Ji! Il

Don't let Cybercriminals use your
carelessness and fear as weapons.

S
i

If you ever fall victim to
cybercrime, call 1930 or
visit www.cybercrime.gov.in

to reportit.
A
=

And if you want to be as
smart as Hoshiyaar Singh,
Follow CyberDost on
social media for safety tips.

STOP. THINK. TAKE ACTION

Report your complaint at

www.cybercrime.gov.in or Call 1930

®) iimersiniormation | @ 9 QO O




Mr. Venkat and the Get-Rich-Quick Scam |

Mr. Venkat (Senior Manager) is sitting in his cabin, screlling through his phone.

[ TR T Ry =]
Froff = 10000

htwwimiand = 904
Prafe & 18, 00

= g

Inwtairuing = G000
Henfll = A SO0

™ g

Alyyo! So much profit,

s0 quickly? Just ane gl

investrment and my whole ' - Just then, Hoshiyoar Singh

Iife eon change! N > anters the cobin with o
a3 bunchof files

Sir, here are some
documents that nead |
your sign...

He pauses, noticing Mr. Venkat's
excitement.

Today's my lucky day!
At this rate, I'll become
a Slumdog Millionaire
in no time!




Ok wow, sl
What's tho
lottery? Do
tall ma foo!

Vary good,
Haghiyaar Bingh.
Thanks to your
olertnoss, 've been
soved from falling
into this trop.
Thank you

koahiyonr Gingh, you coma

ol iha pariact el Lok ot

thin- aomeosns gdoed me 1o

o innspatmenl grous Apalogion. sl bub tHiE group

flvrne ||F-I|. arE QTR e =3 ol s T BT |nak laks o
mid. T8 ol ety the wora of
O B O TarTm

Yod, gir. Mo king of Investiment
eon rmoke you reh overnight

In foct, these people can emipty
your bonk occount! You shoudld
Fepart this nurmbser imrmediataly
on tha "Check and Feport” tab
of www.cybarcrime.govin

Just don't lorgot this
moment when it's time
for my increment, sirl




Don't let Cybercriminals use your
Y carelessness and fear as weapons.

If you ever fall victim to
cybercrime, call 1930 or S ..
visit www.cybercrime.gov.in
to report it.

And if you want to be as
smart as Hoshiyaar Singh,
Follow CyberDost on
social media for safety tips.

tessaREB® LY
lill'“

LN

STOP. THINK. TAKEACTION

Report your cormplaint at

www.cybercrime.gov.in or Call 1930
1 For more information ‘ DGO
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' GURPREET TRAPPED IN FAKE I:[I\!E

Hoshiyoar Singh and his junior Gurpreet were having their lunch meal together, Gurpreet was seen
being more involved in his phane than his lunch and was smiling while looking at the phone.

Al Een mmumutic SRR N
L]

m
o
Tl L et

= i i i
= o U ook like wer'll be hearing o b gt g AT
: wodding beils soon| o ; Hahahahd, Yes

Bir, maybo scon!

Oh pkcet Tell ms ! pips 4N i
& - Her rame ke
evarything. Wha ls | i aec ol Pooja, Sif. We met  ju
the I ky P \ ! Leiil
o lew doys oge..
on fhm Binﬂq
darting appl

Giurpreot, be owaral £
Mg I.lﬂlfl LEAMTFE L - NG Sir, this F” iz mot k@ that, We
oi e ltarally everywheie | tolk afl doy, every day. Fée svon

promised Poojo to gift her o
brand-mew phons

WHATT Eu-l.lrpl-l:l!. oo’y glﬂ
corried owiay lles thist. Howve
ol mvary mal thin girl iry o
= OF OB B0 video al?




She's very ahy, Sir, That's
wihy she guolds video calis
Tt |umt look at her pralile
picturs, She's so beoutitul
W did spsak on the phons

. | W

seamimet (ina grill voice 4 - f - -
M ' Now do you get
Wi it, Gurprest?

—

S, W

H Hsllo, who i
+ speaking?

.hl

"

. o0

|

Binck the profile right now, and repar it on
wranr b e rirra. gow in under “Check ond Report Suspect*

R a s
i Always ba comlul
Thank you lor soving when talking to
i frodn this frop, sir atramgers on dating
cippe and sockol

Frupdia.




Don’'t let cybercriminals turn your
love into a weapon to scam you.

If you ever fall victim to
cybercrime, call 1230 or

visit www.cybercrime.gov.in
to report it.

And if you want to be as
smart as Hoshiyaar Singh,
Follow CyberDost on

social media for safety tips.
e T

STOP. THINK. TAKE ACTION

Report your complaint at

www.cybercrime.gov.in or Call 1930

%) fgmorsivtemation | @ 9 QO ©
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| Ghosh Babu and the Digital Deception

Ghosh Babu. a retired elderly gentleman, Is si comfartably on a chalr outside his home.
Suddenly, he receives a erzunpp mﬁﬂnﬂhﬂuﬂ:ﬁ his phone.

Yol MOVE DDE N BCCLLE ST IV armsEa I
in phd pernagriphy. cyfier pormcgruphy
amd cirswkabion of obscens rmoiensl
i H you do nat poy o penafly of P800, 0bo
o aeiin 1 FesiEa, weng Wil e Biveilec
CHch 1ha Bk beley bo [y e
firsa irremimidiiEnly

v -
The decument has on officiol-looking seal ond what
appaare io be an olficial signature

I Hoilo, Bhosh Babul
How ore you ﬁ-ahg.t'

ghoah Dabu, this 1.,
looks ko o fake
notice. Neo real :
| government body - BN -
: 4 police. ca1, orony L@ e
othar = avar sends R
. sUEh MBSEOgeE o
& lrks wic WhataApp,
i I, or EME,
Thiry"re occuning rmes of sma .
walching chitd pormogropiy " .
But Fva done no such thing!
I'rm Im @ bt of roubile
1 iLookat his WhotsApp
+ W bus it n't real.
I ﬂ“‘l!ﬂgnl b II.I'I-E got Sooremsm uea fols
- ¥ Isishands and
M inegod simpe
b b oore you inla
rriking quich
POy

Udi Babal Thie
actually happans??
fut loak! it haa an

official seal ond a
signature. It lookd redall




The ruls is gimple -
o ywal Bul Ao scammmier don'l baliove random
oan cuternart Hoshiyoar . ' "} |* 1 MEssOQes, No mather
- how scany thay

Aind i it soys it's lroma

government office, go strakght
So, whot should | do to stay to the officiol webeite and check.
wofa from such scoms?

Thank you, Hoshiyaar Jil
You soved mee from real trouble,
'l be more carsful from now on

Don't let Cybercriminals use
your fear os a weapon.

if you ever fall victim to
cybercrime, call 1930 or visit
www.cybercrime.gov.in to
report it.

1 And il you wont to be as smart as
Heshiyaar Singh, Follow CyberDost
on social media for sofety tips.

STOP. THINK. TAKEACTION

Report your complaint at
www.cybercrime.gov.in or Call 1930
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Mr. Patel and the Fake Officer's Trap

Mr. wwwww‘ﬂhﬂqmﬂumdm
- Efurtthes

Mot Bl ERin Teao (e sl pereci!

Yiu've mmrght 3 REE-Fe it garm

af & apol

- = b S

o

= ” Fotek Bhal Hoshhyoor E-in-gh
it s allwirys sorves st chipices
- chan inciuvdeal

T S N
e ., G T vra weeal

Hatia, Pate) Bl feere Y |
| kricriad wihen's spedaking?

¥ Caam ]
THAGESHWAR

R, Pesiiil, |'m binspercion

Thogaghwar Singh from

the loeal palice station

whot's the matter?

-

Uh_yes, officer? IS [l
|
L

sCAM INSRECTOR

SCA THAVGESH,WX/AQ cAM

WHATF Mo, ned My son worbd
REYEr oo puch o hilng!

We'va armested yous son, Bunty Potel,
in O panious coie . sexual owsaidl

W't about to s the chergma haat
i you want o save him, Yo nesd to poy

£50,000

Tor hils ball = onfine.
B nod, your son ja golng o joil




250,000

- el oniEne?

Potel el Harg up tha ol
rigivt noww, Thie is o soorm,

A scam? Bul - Etill... how did thay
Hoshhyaar i, \ : : B know my san’s name?
e sl e wean gl

from the

Wil podics offlteit daft ok Ior BER
rmaney oaline. Thia in how scammam "
DT, Georing you brlo sending maoney, R

A et whiot do | Jo nos? M- Firat, stay cabin
AR L A | Call Bunty and confirm
FIE .__-_--' e - i his whareabouts,
. i II -
- h : ] -
by 4 =

Scommars often pull peresnal
o {ram sociol medic. They woe
i b6 sound canvencing

funty, son_. wharm

cie ol rigght nos P Papa, Fm of cothsge. Just
findshed with proctionis
Heoding o the cobl with
Irimdn




Deeptiversus the Online Trickster

Hoshiyaar Singh Is ot home, reading the newspaper and listening to old songs on the rodio. Just
then, his sister Deepti walks I'I'I...Hlll.i"fghil'lg from college. 5he :unkﬁ: little enxious. Hoshiyaar notices.

B 50 Deeptl, how FRTITE.. JOi) W 2 1 Yeah.. I'm okay, Just wanted to
ol was coliege today? ' WM ORI, ask you something importont.

=

I weok odooy, i
Bhalyo
w

Everything olrighe?

30, 000H Whot
Of courne, f el you nsed it lor?
wihat s /P [

fhakya.. con |
borrow 30,0002

Bt | st pakd
yoln foes lost
wiek Wiy e
thiay asking

Deeapti freezes for o moment. A nervous sweot breaks out on her
forehead. Hoshiyaar senses something is off.




Dewptl, i down, Tell me
what's actually golng on

He's a Facabook friend._
Farzl Makto. He lhves in
London ond works for

a big company

Hiowe dlo woli know
whaot exacthy s In
tha parcel?

Bhalyo, he did send
me a video of him

t\ packing it

=

Okay... 80 o frend rom
Landon sant me o gt But
customs-stopped i, and
thay want #30,000 io
raloan it

Wa've bean chatting for -3
manthe ond ioel woel, e hos
shipped ma a gilt parcel with
an iPhene and o diamond
macklocy,

And today, Forzl hod called
and sakd that the porcel s
stuck ot custormms. Theyte
auking for 230,000,

-




Deesptl om you s he's
rnqll',l yourr friend® What i
he's o frowud?

You, Bholyd. Ha's even promised o
vialt me soon. Ha GEvE mis L ceeoiint
numbaet 1o sand ihe money, Bince his
bank serves s down right now, he
osked me to pay for now. He sald ha'l
reEturn Ehe armciend wihen e comas

ta indis next month

Deaptl, ha's mot who ho
clolm ta be. He's o i:1|r|'_1mr
eriminal, port of o gang
thal scamm Fﬂnpht lekew Ll

iy, | gol 1. Wi jLest Ban'l
wiant (o gh.rl.l vl L1 ronn ¥l
You think Fm belng

:|.I.uF|'n|:l don'l ynu?

What? Tl why
wiokild Yol say
that, Bhaha?
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Hoahiyoor picks up the newspaper and shaws hor an ad from 4C - about dating and impereonation scama.

But Bhoiya.., why ma? We hod
fuch nice conversatiomn...

B g L
‘ b3

Theit's exactly how they work.
They e your brust firet, then
mipiait your emations (or monay

ey

Block the profile immadiotely
Report the number on

W CyDercrime.gov.in under
"Check aond Roport” tab

Okay, 'l do
It right away

' BOeTY,

ihabm..

Yas, Bhalya
| promise.

Bt rewxt tarrsa, don’l
teide orviglierg., Al
!Fﬂnt v truth. And
stoy for ooy Iroem
!hl‘.’l-l:l'&' Prl!l“ll:l'ﬂ



Don’t let Cybercriminals use your
carelessness and fear as weapons.

And if you want to be as

I you ever fall victimto smart as Hoshiyaar Singh,
cybercrime, call 1930 or visit follow CyberDost on social

www.cybercrime.gov.in media for safety tips.
to report it.
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STOP. THINK. TAKEACTION

Report your complaint at
www.cybercrime.gov.in or Call 1930
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Just [ike avery evening, Hoshiyaor Singh stops by Bholoram's con lor his svening veggie houl, Bholaram
Iz cheoerfully humming a song about frash eqotables as he Grranges his cort

4 b
Wit s tihie, Ehslomorm Thia cart s oo i, Bhalye ji

RN SO ool . it Eraker wred | can lik

PO e bt na il i i ’
e il Py WEgGIES DNy TROYE

rim tninding of ioeing
i o mryuEsl] heseary b0 baiy 2

Tt el WA (i) il
r | Ll ®

.-rl'!bl-l"ﬁﬁhﬂﬂl-ﬂ'ﬂ!

wetihy thiw old coert ity X :
l-.:'lHnLlH:Fli" e o] ~ Ui, i ned O bk {5 an '
Figil e Lo upgrided e ufi.:u'l.uﬂlulltdh o

i' B, wTUEER e el i
plarmiryg by gk he ioan 1
¥

¥iaaeh aut. ibokarom. Thees guics
bewimii Ogighin dir i ety ST

sy mbml ol paranni diio
ol vl aif giving yenn maoney.
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o Do A el ke v

Thaze SRS o ok yous
s, AT OF &R Yo
EIaE QR vilsan. afsl
e AFETTY B Dlmeho] o

Thamrs awlitid a*w=0ld

Il ke moew?

.

i
'I

b s ger Bhaolorem. From e
o, Lle hesia aivy frarm bonks or
pifhoisadd natilytians. Arg) don
Tenrpprt B Tz oo fomorwl

Erpdatee Tl gy el
o, nad ol yone =N
o Feped I ot e "Chask
carufl Bepnit” et tion af
e, Gl Grirree G div

Enpectlyd Ban T ewnr rusl

LR LA P aF §Tkn 100r

frmsr ifsem, Thay're paihing
Bl Eybe lrow brape

ﬁa

& T




- i, 5 |

T RN E RN Y P YT LT T
s+ srasmnssaRVARROOP IRV,
NN RN YL YISl LA
= rear s s anener a0 000 00a0
Don’t let Cybercriminals use your cisrsesan  SARO0LADNLO00
HFHEEIuﬁlﬂuvﬂnF“"1“ﬂ$EﬁHTFfﬂu. 1 s k@ e mE SFEsrEOI0B0I

« n w0 B a8 a8 0000 4

5 - A S N N N N AT

| And if youwant to be as
B smart as Hoshiyaar Singh, B
follow CyberDost on social e
media for safety tips. -

if you ever fall victim to
cybearcrime, call 1930 or visit
www.cybercrime.gov.in

|I to report it.
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STOP. THINK. TAKE ACTION

Report your complaint at

www.cybercrime.gov.in or Call 1930
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Arjun and the Trap of Sextortion

. = o= s ;

Hoshiyour Singh and his son Arjun are sitting on the sola | S———— ;:
v Aty o i o . ] You look roally wortied | [EESS
stafing of his phone ancdeusly, ' o L 3

—_—r

 Avjun gets up
ond walks stroight
to his roam,

Hoshiyoar Singh "‘. =

—————

sanses somathing w0
unusual inhis 9
‘ betvoviour, @ .--..,
It's nothing, Popo._ k ' i N Ho paunes, rlwnmn.l .

Raally, it's nothing. J il l io Arjun’s room

drjuan, ol don't noed 1o hide
anything from me 1'm youd Arjun hesitotes. Hiz eyes woll up. Alter o pause, JY'

father, Whatewer If s, you can | N speals. siruggling to get the ml ouil

toint mm

Sis ;:'.:_" '.. Papa_ I'm being blockmallod,

L

Arjun is chatting withugirlnn 1
Facebook. He finds her prufle
attractive. :

S




-

She sant me o friend reguast first, then within o fow daya. she But o soon o | onewered.. An
wae slorted chotting, video-colled me obicans video started playing.

Moments loter, ha recabves
H o threatening massoge

Vi vidiied il Bien
reconded I you don? send
£30,000, woll uplocd it
everywhare ond send it i
yaur {fpney

Arjun |z dranched In fsar ond sweal. Ha imoglnes the shama
and ernboarrotamant it coukd § qunl.} ot I:ﬂ"'l]l and homea

r Back in the room, Arjun sits. G
LA SHBA CK with his head down and ta-uf

in his eyes.

\ |
Pﬂpﬂ. 1"y H‘ﬂppl’:d_ 1 r.

What should | da?

Arjun, there's no need to panic. This
in 0 soom. Good thot you told ma
You'rm pofe nowl

—

So. | nhouldn't send Arspbutely nof! m such ooses

thom monay? Qo ko whanw. cybarcrimee. gav.in
ored flle 0 repart undar the
Check and eport” tab —
withouwt hewitotion

Thess scamimede credle loke profites 1o trap
innocent people. Their only gool is to scare you

o ot ooy www.cybercrime.gov.in




Mo thase's nothing 1o worry abol.
We'vw roporied L Nexl, sond ouio
stiaius message ko ali yhur contoels
tuling tharn not to Deleve any

links or videos thal may be shared.

| | Thank you, Papal
., Fram mow an, Pl

W8] Don'tlet Cybercriminals use your And if you want to be as

smart as Hoshiyaar Singh,
follow CyberDost on social
If you ever fall victim to media tor safety tips.
cybercrime, call 1930 or visit
www.cybercrime.gov.in to
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STOP. THINK. TAKEACTION

Report your complaint at
www.cybercrime.gov.in or Call 1930
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Bapu ji and APK File Clickbait

Buddhimaan Singh. an elderly man, is on his moming wolk. Suddenty, he receives o message on his phone.
. “"\,“ | 1| .' L, 11__ LR %
e \ o QAT i, Y \ st Glisiormes, Apne Bank iy
i e EHET ULCroaning poder panakon by
1,& EE, D004 To arctheitie this obter,
: o Wl click the Enk bedow Lo downiood
LT DA g onad sulsmmil your Cormpleie

Buddhimanon Singh relyine home, escitea.

% e

Wow! My ponmban is getiing W Whaee did | keap my
inereased| Lol me go home | passbock? | hove to I

[’ e o N tanvd il Gut this Porm ! out these detally quickhy

i Hy pearc i franficdily, B wien he
con'l find i ha colis oul o hid son,

HENLFOar W' iy otk Bap Jl, who seint you
| gt @ mestag frem the benk this mausogo? Pleoss
woryirg vy panelon b increosing, ! ahoew IE b !

ciindd 1 bviriien Ri PR Dol 0 Raren

. o g

L e A i C S s Mg =

Meonwhile, Hoshiyoar Singh ks cooking. As soon o4 he
heors this, he becomws alert ond rushes to his fother,

What® B it has the
k' narme on i

Bopl Jil This is o foke messogel
Don't click on that knki




Hashiyaar Singh
beging to axplain. Bapu i, this s called on APY frowd. Scommers send you foke nks to
- downiond appa, but it reality, £ a mahsons app thot ebedls your Bank

' ceicalle and OTPE fromm your phons

i ¥

I

{  Mokwvors Appe A dongearoun app |'.||l|:]|.-||l'11 1o ook gamarm, Bl ancs Installed, | can
uimnl yois perminal lnforrmotion, rack yoeer ectlvity, or barm your devios ushng
SO OFf VEMIEIFL

) 4 *

fEay. . VAL WARE npp}uuruun*l-

s =S
&a f | reodd downloooed Thet

1
app-i could ve lost all the YL Lmﬁ:: sy
rrany in my bank account? il - ) g you

. K. ! M worned ma |
= - would ve logt all

¥
Al iy windoim todryd
Exacthy! Thess fngudaisrs

inap people by olfering
tempting banslits

unknown sources

ﬂﬁu,:lll ]ul:r;um-mh-r "
thaee J rula-y;
/J % Never click on links from

4 Always check detalls only on the
bank’s official website

*« Never downlood APK files from
unverilied senders

. _
- Atsnodteby, Mow Ml also warm my
1% 1 ; friends about ihis seam




Don’t let Cybercriminals use
your carelessness and greed
as weapons.

If you ever fall victim to A
cybercrime, Call 1930 or
visit www.cybercrime.gov.in

to report it.
And if you want to be as smart { '5' ‘;‘ .
as Hoshiyaar Singh, Follow 1 /
CyberDost on social media for *
safety tips. . :
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STOP. THINK. TAKEACTION

Report your complaint at

www.cybercrime.gov.in or Call 1930
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Nadaan Nautiyal and the QR Code Con

Hoshiyoar Singh and his friend Nadaan Nautiyal are enjoying some choot-popdi together.
Hoshiyoar Singh pulls out his wallet to pay, but Nadaan stops him.
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; o® | Yy | a

.q‘l?i [ =L 9 il |
T e Lo A A
| TR = - =y =1 ﬁ/

| SN a2 |
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]
i ST G, Moy - ‘/ ::_I“:r::':nlnﬂr- _—
! Ir's this ara of O codes s ._f . ¥ _ﬂ
- now. Why ofe you st ' 0 p— =
. ’ pluck | couh? L -
- W b

bkl Fetkr ssrvaugh

They finish sating and woll toward home. On the way, They spot o poster stuck to o pole.

|

E ‘ v,
mEE'
L
ey 1 1|
—E{] =

Scan the QR Code now and grab the offer!

| Nadaan Nautiyal lights up with excitement. Of come on! It's just o OR cods
szan —ond | con got ofl this
1 witnsft ot chaap pricani

l B earaful, Mowtiyal Mot

f - L] wyearything thot shines
o WP
-. ’ _l..
ol 1

Did you sere thin, Moshdyoor?
1T i weirrean's for OF coden, |
wisalghny t e i Thusre's



- —

Nadoan starts scanning the OR code. An attroctive website opens, prompting him to download an app.

L

w3

Hmimi. f's atking mie (o downlood on ogp
| khayba 11 got even more discownial

i Wi Wit I:I:H.I|EI-\ -
| - — : : [| g J-_ : :
J H‘ 3 B appu fram unknown (i :
1 H 1 wobuaitoy, Nauthyal _'

Thila eouibsl b &
Cyher RSO

Scammears often uze foke QR codes
to trick people.

Thay creats loke webaites to steal
your parsondal iInfarmation,

Thery might grab your bank datalls
and UP1 PIN too,

Some OF Codes can aven stenl doto
directly Irom your phone,

1 I hiogd mo ik Aoy verily belore sconming e | H"\ R -..\‘:“‘:-

b thlal ony rendom Of code ) )
Yau're right. Maahiyoor o
- ! / | st A0 Dol PTG COT@PWL ; ]
I B

7

~
=
5
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Wow go ahood ond repart this fako
Wik w ot o yiero rima gow.in
undaf tho “Chiacik and Boport™ tob.

. Hahia, adrlght, ket s gad
] ‘ j :. , . A

Done! Thanks ‘ Thanks™ lBn't enough.
for saving me; You noed to treat ma with

_ Hﬂﬂ-hi'rw! Banke's IHI-EH =3

Don’t let Cybercriminals use
your carelessness and fear as
weapons.

If you ever fall victim to
cybercrime, Call 1930 or visit
www.cybercrime.gov.in to

report it.
TR R [
T T -m
ressasdREN .
s d e dBEBEDER S

“rvsasessseson
And if you want to be as smart }
as Heshiyaar Singh, Follow

CyberDost on social media for
safety tIps

STOP. THIN K. TAKEACTION

Report your complaint at

www.cybercrime.gov.in or Call 1930
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Jagrukta Devi & the Online Shopping Racket

Hoshiyaar wife, Jagrukta Devi, is extrernely fond of online shopping. Every day
ﬂﬂ websites looking for the latest sales, One day, Htl'lnlcrulllng :l.hrmngh

=] CFKE

F:ﬂm&,mﬁﬂtumupplrmud,

Wwaw! Whidl an affa) . : = y Thisre's @ s@ie om

Thin is enough to o | L y i [ this too_ &z

revarmnp tha whola I 1, = il | 4 And Uit taol This
g | ! - |= grset]|

Mmmﬁwwm Jogrikta Devi dosan reapond. Hoxhiyoor :I'-:‘T‘mnhpmnninﬂ o
the shop

! horme from offica. e sses his wils natices she'siovt in har phone ond specis |, 0 v P:E"

glued to her phone. < e oxcrec. PMense gel me a cup

e - =

af tea!

Jengrukta, I'i s,
Con i plaoss get o cup. 8
of fegh

# . = ¥au then'l bary
O eyl Looi o1 thia E . oy thig from thds
Hoxhiyoar! Buch on - =
amaring sakel So rmany
lu.paru:luq trﬂrhﬂi ait
such clisap perlcef

=

WEBSIT

.l"r" - ‘!‘ '|| .-=‘ b= =

o S S




Nat yai But | wos thinking | Whyt What are
-1 Hu:.lh'ﬂu £ e lllﬂf.ri

Tha ane wa have hoa |
gotten old. What do Wy e, your ngme is Jogrukio
- o Y.OuE FEOIrTiE FTSEOFY OSFEeE

Hirwi caan you sary thinge ks khle®

Dosan't amything 5 y b HGW S ou oV Gasn Bt
P 0ofi £ yolT ; ; enpanive ftarmns boing sold
! thes cheap®

Bt '8 O stock claargneo — Hmm. you'ie nghl.

pale, Hght? That's why the _
pricans are po ke .
4. ) | l

Mo matisr how g e clearoncs sals,
a mmerd TY worth teos of thowsonds
caiv't ba ssid for FL500,

Fionw wit this wabeits and i : ¥ Goid thing you Cormis
irumedioteiy repot it iy — L horme on tme. Ciherwise,
an wnﬁ'u’.l!fl!nhm‘ir'nn.gﬂv.ln thin e would ve cowi
undar tha “Chach and Pepon” us dearly

toty, —

-

=k

In Hognhygor Singh's howen, - ’ B, now thot's
MO BEaImer s trhcks shaf rrvdin Bl i
e work] Mow, con | plocss

oot that cup of boa¥

H;;H[ull Ima. yau'n
l girt pokonss tool




Don't let Cybercriminals use your
carelessness and fear as weapons,

if you ever fall victim to
cybercrime, Call 1830 or
visit www.cybercrime.gowv.in
to report it.

And if you want to be as smart as
Hoshiyaar Singh, Follow CyberDost svsave’

on social media for safety tips, pdasass
y a I 1 I L8 N
e NN N R R
-'l'l'llii

e s ammBBeOB _ir
cesnpnmnneet o
e mE BB BB
TR I Y 2 T 1

R T RN T T I I

=8 AR

STOP. THINK. TAKEACTION

Report your complaint at

www.cybercrime.gov.in or Call 1930
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Masoom Magqgsood & his Fake Online Job.

It's early morning. Hoshiyaar Singh Is standing outside his house, waiting for o cab.

It's airoody tinme for my )
train. ['rm asfinively going =
to mbs I§ bodeyi e

'nw

e, i Namaste! Can 1T
o Toloe e 10 the

Momste, SBahati .
Do you need fo go 14, Maikway siotien?
snmaowhism? ] §

F

5 f:
"_E.: _"\:_. ._—--. = \‘ ' -
Wall, yodir e the gl

¥ ou're driving =0 earty in the rmadning..
P Yo e ot pormengers af this howa?

Linusalty driving o cob aarmm me |uet

obout TIP00-TE00 o doy. So vhamn |
danl gl e, 've stared dalng this g0t g 'WholsApp rresscge scying
ol jobi- It poys Mo and B auper | can ean money just by ghving
fatings on Doagis! Elr, Py alramdy
oyl ;
warmad F2000 in the lost 3 days-
it itting ot ol

Earm Wpto

2 3500 Daily




Hiskd o, beothar
Thaat's o maiar
= Ty

e
e O

‘Wolsf Amd Bhan# L

PO T U PR Ml ED
dopoait FIG0E, and thay ¥
rafusm EFTR00 to mal Sounds
s o great deal — | wos
pleanning to cho It right aiter
droppdng you off

Qot it oil wrongk Sco

tole your mairy -

don 1 poy yout

Fesily! Thoi's tha s

Firad, Uhery win o trust By
payirg il amowusie

Thaan they lure you with biggor
Feturna ~— and that' s whan they
briagy o)

e

Sa., Ml seng thimm
tha manay, | won't

ol It bsck?
MGt 1 amln Brsg) el (LIS Yoma, IO

Masoom Magsood suddenly
gets worried.

mEadEEERIRRN

O gl ghaould
da, Soholy®




WHEE oS

]

-—__

FrRanay By now!

Don‘t let Cybercriminals use
. your greed, carelessness and

fear as weapons.

And if you want to be as srmart as

Hoshiyaar Singh, follow CyberDost

on soclal media for safety tips.

It’s simple! Just remember o few things:

Carefully verify job offers you come ocross on
social media ods.

Always do a background check on the company.
If the offer seemas too good to be true — it probably is.
Report such frouds immediately at 1930

or visit www.cybercrime.gov.in, under the
‘Check and Report” tab.

\ e
Thank you, Sahab e

1 wanrwn 'y for wou, |
wodild e sent e

|

Hemanibai= nuver fall |

for the Iuro of ooty
maney o free jobal . ﬁ

o L

L S
if you ever fall victim to
- — cybercrime, call 1930 or visit
—_— www.cybercrime.gow.in

Ul | to report it.

STOP. THINK. TAKEACTION

Report your complaint at

www.cybercrime.gov.in or Call 1930

For more information | @ @ 0 O @

e follow CyberDost
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Hoshiyaar Singh & the
Lure of Fake Money Transfer

Hoshiyoor Singh is sitting in the room with his uncie, Shotir Singh. Suddenly, Hoshiyaor receives a call from
an wnknown umber.
y 4

= ;,,-F""’.: Hallo, wha's
speaking?
al w5 .—EE.:* g

- ¥ L

B

S — __,-n-l.. I‘I,.,.l— " e
Pl BOng)
i" —
.' .‘F'
Ehﬂl'lhn'fﬂm? Who
El‘lﬂl'l:l‘ll"ﬂl'l"l:?'

Hamoste Bholya, ; I'rm Ghianshyam from
I'm @hanuiyam, Ronchl. Your unchs,
; Shatlr Singh, and my
fathar, Poppu Pockatmoar,
used (o be geod Mriends.

Bralya, | just wornbed (o say-
My father bomowed 5,000
frarm your unche,

He wanted bo relurm i, but

dioaan’t know how to use UP '

£ | thought I'd |ust semed 2 Ot really? Okay,
to you online go chead and

Urcle, do Yok Enow
any Fl;ppu'?

His son just called., Said he

wants bo return £5,000 thot < ;
his lather borrowed from you, A loan? | don't really remember.. but ot this age, how

misch con one remeambar? Amywioy, it he's efurning
monay, just toke it
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A few mindtes Ber, Hoshiyeor gote o mutsegs imrnedbataly. B prhana fingas agaln,
o his phane

Healli Hoahiyoos Bhaiyd

| meEidar by au o
50,004 inetwod of F% 0040
Chvitcl rwis oo

PFieose send bock
F46.000 to this numbaer

\ e
. A S 3

F 4
i LT TEEES N e O © his Uy I thying
18 AT TIOA T TR (h2s: Py Toy BECIT ITH
Lt rma teach

b @ lesson,

Jitat give ma
oo Fmifiien

b "
s w-

= -

-

Yas, you Ghonshyom, Hamhiyaor quishly wislis Yeou'll get your money v
hodd ont il wead it right WA, Y BT T e I e reporte The in just a littie while!
PRy, f numiber undor the “Chocl ahd Sgpart” ok,

a2



I Ho hongs up and blocks the number. o~

mmnmmmmnnmmmﬁ
Cobed. ol mnif Tl ey tiuingg ®

And if you want to be as
"M smart as Hoshiyaar Singh,
follow CyberDost on social
if you ever fall victim to
cybercrime, call 1930 or visit maie o saiety s,
www.cybercrime.gov.in
to report iL
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STOP.THINK.TAKEACTION

Report your complaint at

www.cybercrime.gov.in or Call 1930
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éﬁﬁurpraet and the Overseas Job Trup:-

gy
"L_-;_..___

Hoshiyaar Singh is working in his office cabin when Gurpreet walks in.

§ir, I'm going to ba

resigning from my job That's amazing nevs!
I'va recalved o groot Whare did you gat the
ol offer from obrood.

You, Burpreest,
wihit s 7

i got a call from
Combodio. t's o
data entry jabs in a
pompany thare

Yoo gir, tha salary is in lakhel
Accommodat lon, food-
everything e covered by

tha company.

W H.-..l.l-l-;i-

< [FAKE SALI LARY f

Gurpraat, did you
thomughly check tha
compoany‘s bockground?

B

_l Sir, thay iul‘l colled mé. The parEon smd hall
take core al Uk visa and documenis. Al | hove
"i"'.t 15 a5 18 shaore Yy Fﬂlipﬁﬂ and parsanol detdalls

Ly




How o you know this job s

real? You don't know the company,
and you donT gven know tha
person who colied you

. This s o job scami
R

Spammars lure peajple with
promisas of high-payling job in
forelgn countries, mostly in
Goutheant Axpn notson.

Cies your'ne hism, Ehay toke
awiay Yo passport, and foree
you inko cybarcrimae octhhities —
trapping you far ila

)

Oh no! What showld

Don't wotry, Curpiest. Go to
winay cy barer i g in

and rapart tha Aumber undar
the “Check and Report” secltion

| don't know wiy
this olwoys happens
o el

Job scom? Whai's
that, =lr?

It's batter io leam
trom regret thon to
redvit lisgrn at all.




Don't let Cybercriminals use your greed,
carelessness and fear as weapons.

And if you want to be os
If you ever fall victim to smart as Hoshiyaar Singh,
cybercrime, call 1930 or visit follow CyberDost on social
www.cybercrime.gov.in to media for safety tips.
report it.
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STOP. THINK. TAKEACTION

Report your complaint at

www.cybercrime.gov.in or Call 1930
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* 'Karanand the Game of Deceit

Karan is lying on the sofa playing a game on his phone. Just then,
Hoshiyaar Singh enters the room,

Dod, 'm playing this

Ehie must hove gone to Shantl W 0me gome whieno
Aunty's house, Dod. . - - N ol can also Sarn mongy!

Roally? | didn't know you
played anything other
thon PUBG! What's Thin
agame that gives you

| s o od for it on o webalie
manay?

ond just downloaded it trom | f‘::"::::_"f-" notification pops up on

thare. 8o far, Ive Invested ES00
Bl ond olready sarmaed 15001

Se0, Dod? | just need Lo

invest E3500 and I'll gat - N, Karan, Don't invesi

ET000 I retiimn) ; ony money. Thess are
goming opp scoms!



Yoo, Koron. Thess opgs lum
p-ﬂtl-plu with thae prl:lmi‘.u ol monoy
They give small profits in the

—ond once peaple start Investing
bigger amourits, they tweok the app's
progrenmmibng te make youl ke the
gome ond take all your monay

sScomT What ore
Yol sonying 7

Whal ghidiildd | do \

R, Dt
—

You almoady know
whal o do, Koran!

o nall Daould ve
bean tropped if you =P b
hadn't eame kn time. I8 d : f

. -
I|I Haron quickly dolatss the opp from ki phons and reporta it I,' r
'.I under the “Check and Report” tab at www.cybetcrima.gov.in |

Anyiirme. son.

¥ Okoy Dad AW =\

i 'Tdhﬂll'll: yoa f =W
.5,
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And if you want to be as
smart as Hoshiyaar Singh,
follow CyberDost on social

media for safety tips.
Call 1930

@

.1*-{.-.-..-.-_

ime.gov.inor

-

Report your complaint at

www.cybercrime.gov.in
to report it

§ cybercrime, call 1930 or visit

XL
T YN

For more information
follow CyberDost
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www.cybercr

Don't let Cybercriminals use your greed,
carelessness and fear as weapons.
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